BO THONG TIN VA TRUYEN THONG CONG HOA XA HOI CHU NGHIA VIET NAM
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Sb6: 58/2008/QD-BTTTT Ha Noi, ngay 31 thang 12 nam 2008

QUYET DINH

BAN HANH DANH MUC TIEU CHUAN BAT BUOC AP DUNG VE CHUY KY SO VA DICH VY
CHUNG THY'C CHI KY SO

BO TRUONG BO THONG TIN VA TRUYEN THONG

Can ctr Luat Giao dich dién t&» ngay 29 thang 11 nam 2005;
Cén ctr Nghi dinh s6 26/2007/NP-CP ngay 15 thang 02 ndm 2007 ctia Chinh pht quy dinh chi tiét
thi hanh Ludt Giao dich dién ti vé chir ky s6 va dich vu ching thuc chir ky so;
Céan ctr Nghj dinh s6 1 87/2007/ND-CP ngay 25 thang 12 nam 2007 cua Chinh phu quy dinh chirc
ndng, nhiém vu, quyén han va co cau té chic cua B6 Théng tin va Truyén théng;
Theo dé nghi cua Vu trudng Vu Khoa hoc va Céng nghé va Cuc trudng Cuc Ung dung Céng
nghé théng tin,

QUYET DINH:

Diéu 1. Ban hanh keém theo Quyét dinh nay “Danh muc tiéu chuan bat bugc ap dung vé
chir ky s6 va dich vu chirng thwc chir ky so”.

Diéu 2. T6 chirc cung cép dich vu chirng thuc chi ky sb quéc gia; td chirc cung cap dich
vu chirng thwe chlr ky so6 cong cong; td chtre cung cép dich vu chirng thwe chir ky sb6 chuyén
dung dwoc B Thong tin va Truyen théng cap gidy chirng nhan da diéu kién dam bao an toan
cho chir ky sé; t& chirc cung cép dich vu chtrng thwe chir ky sb nuwédc ngoai dwoc Chinh pht Viét
Nam c6ng nhan phai tuan thd cac tiéu chuan trong Danh muc tiéu chuan ban hanh b&i Quyét
dinh nay.

Biéu 3. Danh myc tiéu chuan nay dwoc dinh ky xem xét cap nhat, stra déi, b6 sung phu
hop voi diéu kién thuwe té cua Vit Nam.

Diéu 4. Quyét dinh nay cé hiéu lwc thi hanh sau 15 (muwoi 1am) ngay, ké tir ngay dang
Céng bao.

Diéu 5. Chanh Van phong, Vu trudng Vu Khoa hoc va Céng nghé, puc trwdng Cuc Ung
dung Cong nghé théng tin, Tha trwdng cac co quan, don vi thudc Bo, cac to chirc va ca nhan co
lién quan chiju trach nhiém thi hanh Quyét dinh nay./.

Noi nhin: KT. BQ TRUONG
- Nhw Diéu 5; THU TRUONG



- Ban Chi dao Quéc gia vé& CNTT (dé b/c);
- Ban Chi dao CNTT cla co quan Bang;
- Cac B6, co quan ngang B9, co quan thudc CP;
- Uy ban nhan dan cac tinh, TP tryc thuéc TW;

- Bon vi chuyén trach vé CNTT cac B9, nganh;

- S& Théng tin va Truyén théng céc tinh, TP trwc thudc

TW;

- Cuc Kiém tra van ban (B6 Tu phéap);
- TTBT, Céng bao;
-B6 TT&TT: BO trwdng va cac Thi trwéng, TTDT;
- Lwu: VT, KHCN, UDCNTT.

DANH MUC

Nguyén Minh Hong

TIEU CHUAN BAT BUOC AP DUNG VE CHY KY SO VA DICH VU CHUNG THYC CHO KY

so

(Ban hanh kém theo Quyét dinh s6 58/2008/QD-BTTTT Ngay 31 thang 12 nam 2008 cua Bo
trwdng Bo Thong tin va Truyén théng)

Sé Loai tiéu chuan Ky hiéu tiéu | Tén day dd cda tiéu chuan | Quy dinh ap dung
TT chuan
1 | Chuan bdo méat cho HSM
1.1 | Bao mat cho khdian | FIPS PUB Security Requirements for | Y&u cau t6i thiéu
ninh phan cirng 140-2 Cryptographic Modules level 3
HSM
2 | Chudn ma héa
2.1 | Ma hoa phi q’éi xtrng | PKCS #1 RSA Cryptography - Phién ban 2.1
va chi ky so Standard
- Ap dung lvoc d6
RSAES-OAEP dé
ma hoa va
RSASSA-PSS dé
ky
2.2 | Ma hoa déi xirng FIPS PUB Advanced Encryption Ap dung AES hoac
197 Standard (AES) 3DES
FIPS PUB Data Encryption Standard
46-3 (DES)
2.3 | Ham bam bao mat FIPS PUB Secure Hash Standard Ap dung mdt trong
180-2 bon ham bam an
toan: SHA-1, SHA-
256, SHA-384,
SHA-512
3 | Chuén tao yéu ciu va trao dbi chirng thu sb




3.1 | binh dang chirng RFC 3280 Internet X.509 Public Key
thw so va danh sach Infrastructure - Certificate
thu hoi chirng thw so and Certificate Revocation
List (CRL) Profile
3.2 | Cu phap théng diép | PKCS #7 Cryptographic Message Phién ban 1.5
ma hoa Syntax Standard
3.3 | Cu phap thdéng tin PKCS #8 Private-Key Information Phién ban 1.2
khoa riéng Syntax Standard
3.4 | Cu phap yéu cau PCKS #10 Certification Request Phién ban 1.7
chirng thye Syntax Standard
3.5 | Cu phap trao doi PKCS #12 Personal Information Phién ban 1.0
thdng tin ca nhan Exchange Syntax
Standard
4 | Chuéan vé chinh sach va quy ché ching thye chiv ky sb
4.1 | Khung quy ché RFC 3647 Internet X.509 Public Key
chirng thwc va chinh Infrastructure - Certificate
sach chirng thw Policy and Certification
Practices Framework
5 | Chuan vé lwu trir va truy xuat chirng thu sb
5.1 | Giao thtre lvu trir va | RFC 2587 Internet X.509 Public Key | Ap dung RFC
truy xuat chirng thw Infrastructure LDAPv2 2587 hoac RFC
sO Schema 4523
RFC 4523 Lightweight Directory
Access Protocol (LDAP)
Schema Definitions for
X.509 Certificates
RFC 2251 Lightweight Directory Ap dung RFC .
Access Protocol (v3) 2251 hoac bo bon
tiéu chuan RFC
RFC 4510 | Lightweight Directory 4510, RFC 4511,
Access Protocol (LDAP): RFC 4512, RFC
Technical Specification 4513
Road Map
RFC 4511 Lightweight Directory
Access Protocol (LDAP):
The Protocol
RFC 4512 Lightweight Directory
Access Protocol (LDAP):
Directory Information
Models
RFC 4513 Lightweight Directory

Access Protocol (LDAP):
Authentication Methods
and Security Mechanisms




Chuén vé kiém tra trang thai chirng thw sb

6.1

Giao thtrc cho kiém
tra trang thai chirng
thw sO

RFC 2585

Internet X.509 Public Key
Infrastructure -
Operational Protocols:
FTP and HTTP

Ap dung mét hoac
ca hai giao thirc
FTP va HTTP




